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Instruction Sheet for the Candidate 
	Qualification
	NVC Level 3 Computer Operator/IT Assistant

	Competency Standard
	24.    Maintain Internet Safety

	Purpose of Assessment
	Formative Assessment

	Candidate Details 
	Name______________________________________________________

Registration/Roll Number_______________________________________

	Guidance for Candidate 

	To meet this standard, you are required to complete the following within 02 Hrs. time frame (for practical demonstration & assessment):
· Adhere Cybersecurity Awareness	
· Use Safe Browsing Practices	
· Apply Password Security	
· Apply Data Privacy	
· Adhere Social Media Safety	
· Demonstrate Email and Messaging Safety	
· Demonstrate Online Shopping and Financial Safety	
· Apply Mobile Device Security	
· Perform Awareness of Online Threats	
· Report Cybersecurity Incidents	
· Perform Legal and Ethical Considerations

	Time:  2 Hrs.
	During a practical assessment, under observation by an assessor, you are required to 

	Minimum Evidence Required
	1. Adhere Cybersecurity Awareness	
· Demonstrate awareness of cybersecurity threats and risks as required
· Identify common online risks and vulnerabilities for the given task
2. Use Safe Browsing Practices	
· Adherence to safe browsing practices as required
· Recognize and avoid suspicious websites for given task specification
· Identify phishing attempts for given task
3. Apply Password Security	
· Apply password security best practices.
· Use of strong and unique passwords.
· Use password managers and 2FA when available
4. Apply Data Privacy	
· Implement data privacy principles and regulations for the given task
· Apply Steps taken to protect personal data and adjust privacy settings
5. Adhere Social Media Safety	
· Adhere Responsible use of social media platforms
· Recognize risks related to oversharing personal information as required
6. Demonstrate Email and Messaging Safety	
· Use Identification and avoidance of email phishing attempts as required
· Use secure messaging apps and encryption when necessary
7. Demonstrate Online Shopping and Financial Safety	
· Demonstrate ability to identify secure e-commerce websites as per Internet standard
· Apply Safe practices for online shopping and financial transactions as per rules
8. Apply Mobile Device Security	
· Demonstrate Securing mobile devices with passcodes or biometrics as given task
· Demonstrate Regular installation of updates and security patches for give task
9. Perform Awareness of Online Threats	
· Apply and recognize of common online threats (e.g., malware, ransomware).
· Demonstrate the importance of antivirus software and updates.
10. Report Cybersecurity Incidents	
· Report cybersecurity incidents, suspicious activities, or cyberbullying to relevant authorities or organizations as per standard
· Manages one's digital footprint by being conscious of online activities and the information shared.
11. Perform Legal and Ethical Considerations	
· Adheres to legal and ethical standards when using the internet, including respecting copyright, avoiding plagiarism, and refraining from cyberbullying and harassment.
· Respond to internet safety crises, such as identity theft or cyberbullying, by seeking assistance from relevant authorities and support services










Self-Assessment Checklist
	Candidate Name
	

	Registration No.
	

	Qualification
	NVC Level 3 Computer Operator/IT Assistant

	Competency Standard
	24.    Maintain Internet Safety

	Purpose of Assessment
	Formative Assessment

	Assessment Task
	· Adhere Cybersecurity Awareness	
· Use Safe Browsing Practices	
· Apply Password Security	
· Apply Data Privacy	
· Adhere Social Media Safety	
· Demonstrate Email and Messaging Safety	
· Demonstrate Online Shopping and Financial Safety	
· Apply Mobile Device Security	
· Perform Awareness of Online Threats	
· Report Cybersecurity Incidents	
· Perform Legal and Ethical Considerations


I can……………….
	Performance Criteria
	Yes
	No
	Remarks

	1. Demonstrate awareness of cybersecurity threats and risks as required
	
	
	

	2. Identify common online risks and vulnerabilities for the given task
	
	
	

	3. Adherence to safe browsing practices as required
	
	
	

	4. Recognize and avoid suspicious websites for given task specification
	
	
	

	5. Identify phishing attempts for given task
	
	
	

	6. Apply password security best practices.
	
	
	

	7. Use of strong and unique passwords.
	
	
	

	8. Use password managers and 2FA when available
	
	
	

	9. Implement data privacy principles and regulations for the given task
	
	
	

	10. Apply Steps taken to protect personal data and adjust privacy settings
	
	
	

	11. Adhere Responsible use of social media platforms
	
	
	

	12. Recognize risks related to oversharing personal information as required
	
	
	

	13. Use Identification and avoidance of email phishing attempts as required
	
	
	

	14. Use secure messaging apps and encryption when necessary
	
	
	

	15. Demonstrate ability to identify secure e-commerce websites as per Internet standard
	
	
	

	16. Apply Safe practices for online shopping and financial transactions as per rules
	
	
	

	17. Demonstrate Securing mobile devices with passcodes or biometrics as given task
	
	
	

	18. Demonstrate Regular installation of updates and security patches for give task
	
	
	

	19. Apply and recognize of common online threats (e.g., malware, ransomware).
	
	
	

	20. Demonstrate the importance of antivirus software and updates.
	
	
	

	21. Report cybersecurity incidents, suspicious activities, or cyberbullying to relevant authorities or organizations as per standard
	
	
	

	22. Manages one's digital footprint by being conscious of online activities and the information shared.
	
	
	

	23. Adheres to legal and ethical standards when using the internet, including respecting copyright, avoiding plagiarism, and refraining from cyberbullying and harassment.
	
	
	

	24. Respond to internet safety crises, such as identity theft or cyberbullying, by seeking assistance from relevant authorities and support services
	
	
	


Candidate’s Signature__________________ Assessor’s Signature____________________

Date: _______________________________













Assessors Judgment Guide 
	Qualification
	NVC Level 3 Computer Operator/IT Assistant

	Competency Standard
	24.    Maintain Internet Safety

	Purpose of Assessment
	Formative Assessment

	Candidate Details 
	Name: ______________________________________________________________

Registration/Roll Number: ______________________ Signature: _______________

	Assessment Outcome
	

COMPETENT                                         NOT YET COMPETENT    

Name of the Assessor________________________________________________ 

Assessor’s code: ____________________________________________________

Signature: ________________________________





	Assessment Summary (to be filled by the assessor)

	Activity
	Method
	Result

	Nature of Activity 
	Written
	Oral
	Observation 
	Portfolio
	Role Play
	Competent
	Not Yet Competent

	Practical Skill Demonstration
	
	   
	
	
	
	
	

	Knowledge Assessment 
	
	
	
	
	
	
	

	Other Requirement
	
	
	
	
	
	
	


Observation Checklist
	Assessment Task

	· Adhere Cybersecurity Awareness	
· Use Safe Browsing Practices	
· Apply Password Security	
· Apply Data Privacy	
· Adhere Social Media Safety	
· Demonstrate Email and Messaging Safety	
· Demonstrate Online Shopping and Financial Safety	
· Apply Mobile Device Security	
· Perform Awareness of Online Threats	
· Report Cybersecurity Incidents	
· Perform Legal and Ethical Considerations

	During the practical assessment, candidate demonstrated the following:
	Yes
	No
	Remarks

	1. 
	Demonstrate awareness of cybersecurity threats and risks as required
	
	
	

	2. 
	Identify common online risks and vulnerabilities for the given task
	
	
	

	3. 
	Adherence to safe browsing practices as required
	
	
	

	4. 
	Recognize and avoid suspicious websites for given task specification
	
	
	

	5. 
	Identify phishing attempts for given task
	
	
	

	6. 
	Apply password security best practices.
	
	
	

	7. 
	Use of strong and unique passwords.
	
	
	

	8. 
	Use password managers and 2FA when available
	
	
	

	9. 
	Implement data privacy principles and regulations for the given task
	
	
	

	10. 
	Apply Steps taken to protect personal data and adjust privacy settings
	
	
	

	11. 
	Adhere Responsible use of social media platforms
	
	
	

	12. 
	Recognize risks related to oversharing personal information as required
	
	
	

	13. 
	Use Identification and avoidance of email phishing attempts as required
	
	
	

	14. 
	Use secure messaging apps and encryption when necessary
	
	
	

	15. 
	Demonstrate ability to identify secure e-commerce websites as per Internet standard
	
	
	

	16. 
	Apply Safe practices for online shopping and financial transactions as per rules
	
	
	

	17. 
	Demonstrate Securing mobile devices with passcodes or biometrics as given task
	
	
	

	18. 
	Demonstrate Regular installation of updates and security patches for give task
	
	
	

	19. 
	Apply and recognize of common online threats (e.g., malware, ransomware).
	
	
	

	20. 
	Demonstrate the importance of antivirus software and updates.
	
	
	

	21. 
	Report cybersecurity incidents, suspicious activities, or cyberbullying to relevant authorities or organizations as per standard
	
	
	

	22. 
	Manages one's digital footprint by being conscious of online activities and the information shared.
	
	
	

	23. 
	Adheres to legal and ethical standards when using the internet, including respecting copyright, avoiding plagiarism, and refraining from cyberbullying and harassment.
	
	
	

	24. 
	Respond to internet safety crises, such as identity theft or cyberbullying, by seeking assistance from relevant authorities and support services
	
	
	

	Competent 
	Not Yet Competent 



Knowledge Assessment
	Qualification
	NVC Level 3 Computer Operator/IT Assistant

	Competency Standard
	24.    Maintain Internet Safety

	Purpose of Assessment
	Formative Assessment

	Candidate Details 
	Name: ______________________________________________________________

Registration/Roll Number: _________________   Candidate Signature: ___________

	Assessment Outcome
	

COMPETENT                                        NOT YET COMPETENT    

Name of the Assessor: ________________________________________________ 

Assessor’s code: ____________________________________________________

Signature of the Assessor: _______________________



	Candidate’s response is not required to be identical, but similar concepts and/or keywords must be used. Oral questioning may be used to clarify candidate understanding of topic and its application.



	Questions (Candidate confidently answered questions correctly and demonstrated understanding of the topics and their application)
	Satisfactory
	Not Satisfactory

	1. 
	Why is it important for individuals to adhere to cybersecurity awareness?
	
	

	2. 
	
	
	

	3. 
	What are safe browsing practices, and how can individuals implement them?
	
	

	4. 
	
	
	

	5. 
	How does applying password security contribute to overall cybersecurity?
	
	

	a. 
	
	
	

	6. 
	Why is data privacy important, and what steps can individuals take to apply it?
	
	

	7. 
	
	
	

	8. 
	What practices contribute to online shopping and financial safety?
	
	

	9. 
	
	
	










	Feedback to the Candidate

	


	


	


	


	


	



Candidate’s Signature__________________ Assessor’s Signature _________________






















	Answer Key

	1. 
	Cybersecurity awareness is crucial to protect personal information and prevent cyber threats from compromising digital security.

	2. 
	Safe browsing practices involve avoiding suspicious websites, using HTTPS, and keeping browser software updated to minimize the risk of malware and phishing attacks.

	3. 
	Password security involves creating strong, unique passwords and regularly updating them, reducing the risk of unauthorized access to online accounts.

	4. 
	Data privacy safeguards personal information from unauthorized access. Individuals can apply it by controlling access to personal data and being cautious about sharing sensitive information online.

	5. 
	Safe online shopping involves using secure websites, avoiding public Wi-Fi for financial transactions, and regularly monitoring bank and credit card statements.




Assessment Tasks
	Candidate Name
	

	Registration No.
	

	Qualification
	NVC Level 3 Computer Operator/IT Assistant

	Competency Standard
	24.    Maintain Internet Safety

	Purpose of Assessment
	Formative Assessment

	Assessment Task
	1. Review browser security settings, enable features like pop-up blockers and secure browsing (HTTPS), and disable unnecessary extensions. Practice safe browsing by avoiding suspicious websites and validating URLs.
2. Update weak passwords, use a combination of letters, numbers, and symbols, and consider implementing a password manager. Conduct a password audit for your accounts and make necessary changes.
3. Review privacy settings on social media accounts, limit the sharing of personal information, and regularly check app permissions on devices to ensure only necessary data is accessed.
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